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(57)Abstract: 

PURPOSE: To prevent the contents of a program or data from being 
decoded even when they leak out by providing an enciphering means and 
an encipherment restoring means. 

CONSTITUTION: A central processing unit 1 provides an arithmetic part 
10, a control part 11, an enciphering/restoring part 12, and a key storing 
part 13, and the program and data are stored into a storage device 2. The 
enciphering/ restoring part 12 provides a function, which restores a value 
so that the arithmetic part 10 may interprete an enciphered instruction 
and the enciphered data on the storage device 2 with the use of a key, 
and a function, which encipheres the arithmetic result of the arithmetic 
part 10 with the use of the key at the time of writing into the storage 
device 2 and stores it to the storage device 2. Thus, even when the 
program or data in the storage device leak out, the contents of them can 
be prevented from being decoded, and the confidentiality of the program 
or the data can be improved. 
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